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Introduction 
 

 

Pazoo is a tool designed to enhance your password security by transforming weak 

passwords into secure ones through an innovative approach. By clicking on animals, 

each representing a unique mathematical function, Pazoo automatically strengthens 

your password's complexity and security. 

This guide offers a detailed overview of how Pazoo works, covering everything from 

its basic functionality and the transformation process using animal nodes, to practical 

advice on effectively using the website and managing transformed passwords. 

Additionally, it discusses my commitment to simplicity, transparency, and autonomy, 

ensuring future reliability. The guide also addresses legal responsibilities and 

includes essential contact information and a glossary of terms. 
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Overview 
 

Project Overview 
 

Pazoo revolutionizes password security by enabling users to transform simple, weak 

passwords into robust and secure versions through a unique and engaging method. 

The core functionality of Pazoo involves the user interacting with animal icons, each 

corresponding to a unique mathematical function. This process strengthens the 

original password by adding complexity and variability, making it much harder for 

unauthorized parties to compromise. This innovative approach blends the security 

benefits of traditional password managers with the personal customization and 

simplicity of managing your own passwords. 

 

I designed Pazoo to be intuitive and user-friendly, yet highly secure. It operates 

completely locally within the user’s browser, eliminating the need for external 

infrastructure. Its open-source nature ensures transparency and encourages 

community-driven enhancements, positioning it as an ideal alternative to traditional 

password managers that may face security vulnerabilities and cross-platform issues.  

 

With Pazoo, users gain the ability to generate and maintain strong, consistent 

passwords across different devices, enhancing their digital security with ease. 
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How It Works 
 

Pazoo operates on a straightforward yet powerful principle: transforming user-

provided passwords into highly secure ones through a series of hash functions 

represented by animal icons. Here’s a step-by-step explanation of the process: 

 

1. Initial Password Entry: The user starts by entering a weak, easily memorable 

password into the input field on the website. 

 

2. Animal Selection: The user selects a sequence of animal icons, each 

corresponding to a specific hash function. The positions and functions of these 

animals are fixed to ensure consistency. 

 

3. Password Transformation: Each selected animal applies its hash function to 

the password sequentially, enhancing the password's complexity and security 

with each step. The hash functions used take a deliberate amount of time to 

compute, which adds an additional layer of security by significantly slowing 

down any potential brute-force attacks. 

 

4. Final Strong Password: The final, highly secure password can then be 

copied and used on any platform. 

 

Important note: Pazoo does not store any passwords or user data. The entire 

transformation process happens locally in the user's browser, ensuring privacy and 

security.  
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Usage Recommendations 
 

To ensure optimal security when using Pazoo, consider the following 

recommendations: 

 

• Consistent Animal Selection: Use the same animal sequence consistently to 

ensure password recall. 

• Optimal Number of Animals: I recommend a minimum of five different 

animals; eight or more is ideal for enhanced security. 

• Clipboard Management: Clear your clipboard after copying passwords to 

prevent unauthorized access. This can be done by clicking on the website 

logo, which clears the clipboard and reloads the page. 

• Session Management: Close or reload the website after use to clear session 

data. 

• Mixing Initial Passwords: To prevent using identical passwords for different 

accounts, modify your initial password slightly for each one. 

• Periodic Changes: Although optional, consider updating your passwords on a 

set cycle, such as every six months or annually, to stay ahead of potential 

security threats. 

• Manual Modifications: For accounts requiring the highest security, consider 

manually modifying the password between selecting two nodes during the 

transformation process. This method significantly multiplies the number of 

potential password outcomes, greatly enhancing security and rendering your 

passwords virtually impervious to attacks. 

• Environment Awareness: Be mindful of your surroundings to ensure no 

unauthorized visual access to your password creation process. 

 

These guidelines help maximize the security benefits of Pazoo, ensuring that your 

passwords are not only strong but also reliably managed. By minimizing human 

errors such as inconsistent use or improper session management, you can 

significantly reduce the biggest risk factor associated with this tool and maintain 

robust password security. 

 

 



5/19/2024 Guide Pazoo by Arborati 

p. 5 
 

Project 
 

Problem Statement: Challenges Addressed by Pazoo 
 

In today's digital world, the path to self-sovereignty begins by protecting our digital 

identities, starting with the security of our online accounts. Ensuring our passwords 

are secure is a paramount concern. Yet, many rely on weak, repetitive passwords 

that are easily compromised. Traditional password managers, while useful, often 

come with drawbacks such as reliance on external services, security vulnerabilities, 

and the complexity of managing passwords across different devices. 

Pazoo addresses these issues with a robust solution that enhances password 

security without depending on external systems. Specifically, Pazoo aims to solve the 

following problems: 

 

• Weak and Repetitive Passwords: Many users opt for simple, reused 

passwords across multiple accounts, increasing their susceptibility to hacks. 

• Complexity and Usability: The difficulty in managing and remembering 

complex passwords often forces users to rely on password recovery options, 

disrupting workflow and consuming time. 

• Cross-Platform: Users need a password solution that functions seamlessly 

across various devices without the need for external synchronization or 

authentication. 

• Lack of Transparency: When using password managers, users must often 

trust these opaque systems without clear visibility into the security measures 

and processes in place. 

• Centralized Risk: Traditional password managers centralize password 

storage, creating a single point of failure and increasing vulnerability. 

 

Pazoo directly addresses these concerns, enabling secure, local password creation 

without storing or transmitting data. 
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Key Benefits: Unique Advantages and Features 
 

Pazoo distinguishes itself from traditional password managers and memory-based 

systems with several unique advantages: 

 

• Enhanced Security: Pazoo elevates password security by transforming weak, 

repetitive passwords into strong, secure ones through a sequence of hash 

functions. 

• User Autonomy: Operating independently without storing any user data or 

relying on external servers, Pazoo ensures that users have full control over 

their password management, eliminating potential vulnerabilities. 

• Simplicity and Usability: With its intuitive interface, users can effortlessly 

create and manage strong passwords through a simple selection of animal 

icons. This approach simplifies the process of generating complex passwords 

without requiring significant effort or time consumption. 

• Cross-Platform Compatibility: Pazoo functions seamlessly across various 

devices and platforms without the need for synchronization or external 

authentication, facilitating easy access to secure passwords from any device. 

• Transparency: As an open-source project, Pazoo provides complete 

transparency. All code is available for review, modification, and improvement 

by the community, fostering trust and collaboration. 

• Customizability: Users can customize their password generation process by 

selecting different sequences of animal icons, providing personalized security 

that fit their individual needs. 

• Free: As a free, open-source tool, Pazoo is available to everyone, offering a 

no-cost solution for improving password security. 

 

These features empower users to safeguard their digital identities and protect their 

online accounts with robust, reliable passwords.  
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Transformation Process 
 

 

In this section, I outline how the system behind Pazoo operates, giving you insight 

into the underlying mechanisms that empower the tool. This information is vital for 

understanding how your passwords are transformed and ensures you can 

independently manage your password security if necessary, such as in the event that 

the website becomes unavailable. Gaining familiarity with these processes allows you 

to maintain robust password security on your own terms. 

 

Animal Node Functions: How Each Animal Enhances Password 

Security 
 

Pazoo employs a unique system of animal nodes to represent different hash 

functions, each with a specific position and associated salt value. This innovative 

approach allows you to transform an initial password into a highly secure one 

efficiently. 

 

Here’s how each component of the animal nodes contributes to the password 

transformation process: 

 

1. Position: Each animal holds a fixed position within the sequence, which 

guarantees that using the same sequence will consistently generate the same 

secure password from a given initial password. This consistency aids in 

memory retention, as users can rely on visual and kinesthetic memory to recall 

their specific sequence through repeated interactions. 

 

2. Salt Value: Attached to each animal node is a unique salt value that mixes 

with the previous password before hashing. This ensures diverse and unique 

hash outputs for each animal selected. 

 

3. Hash Function: Each animal node triggers a specific hash function, which is a 

cryptographic algorithm that transforms the entered password into a 

standardized 43-character string. Pazoo employs the Argon2 hash function, 

known for its memory-intensive properties, which slow down brute-force 

attacks by requiring more computational resources and time to decipher. 
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4. Prefix Addition: At the completion of each hash transformation, a prefix 'Z#' is 

added to the beginning of the resulting password. This ensures that each 

password contains a capital letter and a special character. Additionally, this 

prefix helps users recognize that the password was generated using Pazoo, 

adding an extra layer of organization and consistency. 

 

Below is a table listing all the animal nodes along with their positions and salt values: 

 

Animal Position Grid Position Salt Value 

Zebra 1 1;1 ZebraNode1 

Beetle 2 1;2 BeetleNode2 

Crow 3 1;3 CrowNode3 

Fox 4 1;4 FoxNode4 

Squid 5 2;1 SquidNode5 

Snake 6 2;2 SnakeNode6 

Chicken 7 2;3 ChickenNode7 

Platypus 8 2;4 PlatypusNode8 

Hedgehog 9 3;1 HedgehogNode9 

Otter 10 3;2 OtterNode10 

Owl 11 3;3 OwlNode11 

Sloth 12 3;4 SlothNode12 

Ant 13 4;1 AntNode13 

Dolphin 14 4;2 DolphinNode14 

Hippopotamus 15 4;3 HippopotamusNode15 

Bat 16 4;4 BatNode16 

Bull 17 5;1 BullNode17 

Jellyfish 18 5;2 JellyfishNode18 

Wolf 19 5;3 WolfNode19 

Ostrich 20 5;4 OstrichNode20 

Pig 21 6;1 PigNode21 

Crocodile 22 6;2 CrocodileNode22 

Whale 23 6;3 WhaleNode23 

Scorpion 24 6;4 ScorpionNode24 

Panda 25 7;1 PandaNode25 

Duck 26 7;2 DuckNode26 

Squirrel 27 7;3 SquirrelNode27 

Elephant 28 7;4 ElephantNode28 

Hummingbird 29 8;1 HummingbirdNode29 

Camel 30 8;2 CamelNode30 

Shark 31 9;1 SharkNode31 

Kangaroo 32 9;2 KangarooNode32 

Lizard 33 9;3 LizardNode33 

Bee 34 9;4 BeeNode34 

Turtle 35 10;1 TurtleNode35 

Cat 36 10;2 CatNode36 

Horse 37 10;3 HorseNode37 
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Fish 38 10;4 FishNode38 

Giraffe 39 11;1 GiraffeNode39 

Deer 40 11;2 DeerNode40 

Lion 41 11;3 LionNode41 

Chameleon 42 11;4 ChameleonNode42 

Penguin 43 12;1 PenguinNode43 

Monkey 44 12;2 MonkeyNode44 

Eagle 45 12;3 EagleNode45 

Rhinoceros 46 12;4 RhinocerosNode46 

Frog 47 13;1 FrogNode47 

Sheep 48 13;2 SheepNode48 

Crab 49 13;3 CrabNode49 

Bear 50 13;4 BearNode50 

Tiger 51 14;1 TigerNode51 

Koala 52 14;2 KoalaNode52 

Snail 53 14;3 SnailNode53 

Seahorse 54 14;4 SeahorseNode54 

Dog 55 15;1 DogNode55 

Parrot 56 15;2 ParrotNode56 

Rabbit 57 15;3 RabbitNode57 

Flamingo 58 15;4 FlamingoNode58 
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Hash Function Configuration 
 

Pazoo employs the Argon2 hash function to transform passwords into secure, robust 

ones. Argon2 is a memory-intensive cryptographic algorithm designed to resist both 

GPU and ASIC attacks, making it suitable for password hashing. Below are the 

specific settings configured within each hash function in Pazoo to ensure optimal 

security: 

 

• pass: The previous or initial password input by the user, which serves as the 

base for hashing. 

• salt: A unique salt value associated with each animal node. It ensures that 

each animal node produces different passwords when selected. 

• time: The time cost parameter, set to 3, defines the number of iterations the 

hashing algorithm performs. Higher values increase the computation time, 

enhancing security. 

• mem: The memory cost parameter, set to 20480 KB (20 MB), specifies the 

amount of memory required for the hashing process. This makes it more 

resistant to attacks by increasing the resource requirements. 

• hashLen: The length of the generated hash, set to 32 bytes, determines the 

size of the resulting password. 

• parallelism: The parallelism parameter, set to 1, indicates the number of 

parallel threads used during hashing. This setting balances performance and 

security. 

These values are chosen to ensure that the hash functions can be quickly computed 

by browsers on any device, providing a balance between security and performance. 

As an easy improvement for an alternative to the current system, the settings could 

be further increased (e.g., higher time and memory costs) to slow down potential 

attacks even more. However, this would be more suitable for users with powerful 

devices, as it would require more computational resources and time. 
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Website Usage 
 

Selecting Nodes: Guide on how to choose and interact with animal 

nodes on the website. 
 

I've designed the process of selecting and interacting with animal nodes on the 

website to be straightforward and intuitive. Here are the steps to effectively choose 

and interact with the animal nodes: 

 

1. Selecting Animal Nodes: 

 

• Click Selection: Simply click on the animal icons displayed on the screen to 

add them to your sequence of nodes. 

• Press and Move: For a seamless experience, press and hold your mouse 

button (or your finger on a mobile device) and glide over the nodes to select 

them, forming your desired sequence as you move. 

 

2. Visual Feedback: 

 

• Selection Indicator: Each selected animal will be highlighted to visually 

confirm their inclusion in your sequence. 

• Deselection: If you click on an already selected animal, all subsequent 

animals in the sequence will be removed, allowing you to easily correct 

mistakes or change your selection. 

 

3. Color Coding: 

 

• Black: Indicates that no animals have been selected yet. 

• Yellow: Indicates that one or more animals have been selected, but fewer 

than eight. 

• Green: Indicates that eight or more animals have been selected, indicating a 

strong configuration. 

 

Please remember, the order in which you select the animals is crucial as it directly 

influences the transformation of your password. 
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Copying Transformed Passwords: How to copy and use the 

transformed passwords effectively. 
 

Once you have selected and configured your animal nodes to transform your initial 

password, the next step is to copy and effectively utilize your transformed password. 

Here's how to ensure you can securely and easily copy your password: 

 

• Automatic Copy Feature: 

 

Pazoo attempts to automatically copy the transformed password to your clipboard 

after the processing is complete. However, due to the diverse security policies of 

different browsers, this may not always work on all browsers. 

 

• Manual Copy: 

 

If the automatic copy feature does not function, you can manually copy the password. 

Simply click the copy button located next to the transformed password to copy it to 

your clipboard. 

 

• Reset Button: 

 

For enhanced security, it's important to clear your clipboard and either close or reload 

the website after using your password. This prevents unauthorized access to your 

password. You can easily do this by clicking on the reset button, represented by the 

Pazoo logo, on the website.  
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Future Reliability 
 

 

When choosing tools for password management or enhancement, one crucial factor 

to consider is their future reliability. It's essential to select a system that you can trust 

to remain effective and issue-free in the long term. In this section, I will detail how I 

conceived Pazoo with lasting reliability in mind, ensuring it remains a reliable choice 

for securing your digital life. 

 

System Stability 
 

I have ensured that the core functionality of Pazoo remains unchanged. This means 

the system as it is will not change, ensuring that passwords generated previously 

remain valid and secure. Changes to the underlying processes could compromise the 

integrity of the passwords, which is why I prioritize a consistent and reliable 

approach.  

 

Simplicity 
 

Pazoo's simplicity is fundamental to its long-term reliability. By maintaining a 

straightforward and uncluttered system, potential vulnerabilities that are common in 

more complex setups are minimized.  

 

Transparency 
 

Transparency is a core principle of Pazoo, ensuring that both users and developers 

have complete visibility into how the tool operates. As an open-source project, all 

code is publicly available for anyone to review. This openness allows users to verify 

the integrity and security of Pazoo for themselves. 

 

Autonomy 
 

I designed Pazoo so it can operate independently, free from external dependencies 

like servers or private infrastructures. This autonomy allows users to manage the tool 

on their own terms, whether by self-hosting it or reproducing it as needed. By 

eliminating reliance on external systems, Pazoo empowers users to take full control 

of their digital security. 
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Alternatives 
 

I conceived Pazoo to encourage the development of multiple alternatives as its user 

base grows. This strategy anticipates that as Pazoo gains popularity and potentially 

attracts hacker attention, the emergence of various alternatives will naturally dilute 

their focus. With each new variant, attackers must either spread their efforts across 

multiple targets or focus on just a few, making it increasingly challenging to exploit 

any single version. This proactive approach aims to enhance the security of the entire 

ecosystem over time as more alternatives are introduced and adopted.  
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About me 
 

My vision 
 

My primary goal with Pazoo is to help ensure that everyone's online accounts are 

secure. These accounts, which often hold sensitive data, represent our digital 

identities and require robust protection. By making password security more 

accessible and engaging, I hope to lower the barriers to effective security practices 

that are frequently overlooked. 

 

I launched Pazoo knowing that it would not be the final solution in password security. 

It has plenty of room for improvement and may not remain the best option as future 

alternatives emerge. This is intentional. My aim wasn’t to create the ultimate, flawless 

tool, but to provide a foundation that others can build upon, innovate, and improve. 

 

By offering Pazoo as a totally free and open-source project, I aim to establish trust 

and encourage others to contribute to its development. This collaborative approach is 

vital for adapting to the constantly evolving landscape of online security. I envision 

Pazoo as a stepping stone for others to develop even more sophisticated and 

effective security tools. 

 

Project Updates 
 

Regarding updates to the system underlying Pazoo, it's important to note that I do not 

plan to update the system itself at this time. Should enhancements or new features 

be desired, the creation of an alternative based on the existing framework is 

encouraged. This strategy maintains the stability and security of the core system 

while allowing for innovation and adaptation through separate versions. 

 

For updates related to the website, the most direct method is to contribute directly to 

the project. You can make changes or improvements and submit them via the GitHub 

repository. I periodically review submissions and integrate those that I find promising 

into the main project. 

 

If you have suggestions for improvements or want to discuss potential updates, you 

are welcome to reach out to me on my Twitter account. However, please be aware 

that due to my commitments to other projects, I cannot guarantee a response or that I 

will personally implement the changes.  
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Legal and Ethical Considerations 
 

Licensing 
 

Pazoo is released under the MIT License, a permissive open-source license that 

grants extensive freedoms to use, modify, and distribute the software. This license is 

chosen to encourage a broad and inclusive approach to software development and 

distribution. Here are the key aspects of the MIT License as it applies to Pazoo: 

 

• Freedom to Use: Users are free to use Pazoo for any purpose, including 

commercial and private applications. 

• Freedom to Modify: Users can modify the code according to their specific 

needs, which encourages customization and further development. 

• Freedom to Distribute: Users are free to distribute both the original and 

modified versions of Pazoo, helping the tool reach a wider audience. 

• Attribution: Users must include the original copyright notice and a copy of the 

license in any version of Pazoo that they distribute. 

By adhering to these principles and licensing terms, Pazoo fosters an environment of 

openness and collaboration, promoting continuous improvement and ensuring that 

robust password security is accessible to everyone. 

 

Future Uncertainties: Acknowledgment of potential changes and 

uncertainties. 
 

In designing Pazoo, I took into account potential tactics that hackers might use, yet 

history has shown us how inventive humanity can be when faced with challenges. 

Simplicity is a cornerstone of security, which underpins my confidence in the robust 

system I've developed. However, it is important to recognize that no system is 

entirely invulnerable—particularly those crafted by humans, who are adept at finding 

ways around their own creations. 

 

I am confident that breaking passwords secured by Pazoo is nearly impossible when 

users adhere to the recommended guidelines. Nevertheless, the greatest risk lies 

within the human factor: mistakes like failing to reload or close the website after use, 

or selecting too few nodes, can compromise security. Such oversights highlight the 

vital need for vigilance and correct usage to maintain the integrity and effectiveness 

of the system. 
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User Responsibility: Legal disclaimer about user responsibility. 
 

As the creator of Pazoo, I provide this tool with the expectation that it will be used 

responsibly and correctly. While Pazoo significantly enhances password security, its 

effectiveness heavily depends on how it is employed. Users are ultimately 

responsible for securing their own passwords and adhering to the best practices 

recommended. 

 

Legally, it is important for users to understand that they are accountable for their own 

usage of Pazoo. I disclaim any responsibility for security breaches or data losses that 

occur on other platforms or services where passwords enhanced by Pazoo are used, 

particularly if such incidents arise from improper use of the tool. Additionally, users 

must recognize that securing their digital identities is their own responsibility and 

should complement their use of Pazoo with diligent security practices across all 

platforms where their passwords are applied. 
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Additional Resources 
 

Glossary: Definitions of technical terms and concepts. 
 

Analytics: Data collected about website usage, available publicly in Pazoo's case to 

ensure transparency. 

Argon2: A modern cryptographic hash function that is memory-intensive, designed 

for secure password hashing, and winner of the Password Hashing Competition 

(PHC). 

Brute-force Attack: A hacking method that involves systematically checking all 

possible passwords to find the correct one. 

Cross-Platform: Refers to software's ability to function on various computing 

platforms without specific adaptations. 

Final Password: The ultimate result after all transformations applied by the selected 

animal nodes. 

Future Proof: Design approach ensuring a tool's effectiveness and relevance over 

time, amid technological changes. 

GitHub Repository: An online service for version control using Git, where 

developers store code and manage projects. 

Hash Function: Converts an input into a fixed-size string of bytes, producing a 

unique output, or 'digest', for each unique input. Essential for modern cryptography. 

Intermediary Passwords: Passwords generated at each step of the transformation 

process between the initial input and final output. 

MIT License: An open-source license allowing free use, modification, and distribution 

of Pazoo. 

Node: In the context of Pazoo, refers to each animal icon that represents a specific 

hash function and its associated salt. 

Open-source: Software with source code that is freely available, allowing for 

redistribution and modification.  

Password Managers: Tools that manage and store passwords to eliminate the need 

for memorizing complex passwords across various sites. 

Salt: Chain of characters added to a hash function to ensure unique outputs. 

Session Data: Data retained in memory during a user session, including selected 

nodes and password transformations. Secure erasure requires reloading or closing 

the page. 


